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Abstract 
Effective Supply Chain Risk Management in the Automotive Parts Industry has 

gained increasing importance due to technical complexity, dependence on multiple 

suppliers, and susceptibility to internal and external factors. The sustainability 

approach in this field not only reduces negative environmental and social impacts 

but also enhances the resilience of the supply chain. Therefore, this study was 

conducted to examine supply chain risk management with a sustainability approach 

at Saipa Press. This research is of a mixed type (qualitative-quantitative). In the 

qualitative phase, data were collected through semi-structured interviews with 10 

industry and university experts who were selected purposefully. Based on the results, 

a conceptual model for risk management was outlined. In the quantitative phase, risk 

prioritization and assessment were conducted using machine learning algorithms 

(decision trees) and risk matrix analysis. The results showed that the most significant 

risks in Saipa Press's supply chain include fluctuations in raw material prices, 

supplier delays, demand instability, and regulatory changes. Utilizing the machine 

learning model significantly increased the accuracy of risk predictions and enabled 

the identification of hidden patterns in operational data. Furthermore, integrating the 

sustainability approach optimized production processes, reduced waste, and 

enhanced collaboration with suppliers. The findings of this study indicate that such 

an approach not only increases the resilience and competitiveness of the organization 

but also contributes to sustainable development by reducing negative environmental 

and social impacts. It is recommended that companies active in the automotive parts 

industry update their management strategies by investing in data-driven 

technologies. 
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1- Introduction 
A supply chain refers to the set of stages and processes that encompass the flow from production to 

the distribution of products to the end customer. This chain includes suppliers, manufacturers, 

distributors, and retailers, with the primary aim of delivering goods and services to customers most 

efficiently and effectively as possible (Kancs, 2023). Given the inherent complexities of supply chains, 

effective management is recognized as a key factor in business success. Different supply chains, 

depending on their importance, scope, and position, face a variety of risks. Supply chain risks are defined 

as factors that can negatively affect the performance and efficiency of the chain (Bahari & Moody, 

2023). These risks may originate from internal or external sources and can be classified into several 

categories. Internal risks include issues such as production problems, defects in product quality, resource 

shortages, and financial difficulties. In contrast, external risks comprise economic fluctuations, market 

volatility, political crises, natural disasters, and disease outbreaks (Mzougui et al., 2020). 

In light of the above, the automotive parts industry, as one of the essential and pivotal pillars of the 

automotive supply chain, plays a significant role in the economic and technological development of 

countries. Due to the rising demand for new vehicles, as well as the need to improve performance and 

reduce emissions, this industry is rapidly evolving (Aaradhana, 2020). The automotive parts supply 

chain refers to a set of stages and processes that include sourcing raw materials, manufacturing parts, 

assembling vehicles, and delivering them to end customers. Because of its technical complexities and 

the need for precise coordination between suppliers, manufacturers, and distributors, this chain is highly 

sensitive. Any disruption can lead to production delays, increased costs, and decreased product quality 

(Surya et al., 2019). Therefore, effective management of the automotive parts supply chain is crucial to 

maintaining competitiveness and meeting market demands. 

Risks in the automotive parts supply chain can arise from various factors. Internal risks include issues 

such as defects in parts quality, shortages of human and financial resources, and disruptions in the 

production process. On the other hand, external risks encompass fluctuations in raw material prices, 

changes in laws and regulations, natural disasters, and global crises such as pandemics. These risks can 

have significant impacts on supply chain performance, which is why identifying and managing them is 

considered a priority for automotive companies. By employing preventive strategies and modern 

techniques, companies can enhance the resilience of their supply chains, improve overall performance, 

and reduce costs (Yoga et al, 2020). 

Supply chain risk management refers to the process of identifying, assessing, and mitigating the 

negative impacts of these risks on supply chain performance. It may involve developing preventive 

strategies, diversifying supply sources, improving communication among supply chain partners, and 

utilizing advanced techniques such as data analytics and machine learning. Given the growing 

challenges and existing uncertainties, managing supply chain risks has become essential to maintaining 

the sustainability and competitiveness of businesses in today’s complex world (Wallner, 2023). 

Moreover, supply chain risk management in the automotive parts industry should be pursued through 

a sustainability-oriented approach. This involves identifying and mitigating risks in ways that minimize 

negative impacts on the environment and society. Such an approach includes assessing the 

environmental impacts of parts production, using sustainable raw materials, and optimizing 

manufacturing processes to reduce waste and energy consumption. Considering the increasing attention 

to environmental and social issues, companies in the automotive parts industry need to integrate 

sustainability strategies into supply chain risk management—not only to achieve economic goals but 

also to preserve natural resources and improve the quality of life in local communities (Gabriela et al., 

2020). 

A sustainability-oriented approach to supply chain risk management also enables companies to be 

more resilient against market fluctuations and global crises. By developing closer relationships with 

suppliers and sharing information, companies can respond quickly to changes and prevent crises. 

Additionally, leveraging modern technologies such as data analytics and the Internet of Things allows 

firms to optimize their supply chains, enhancing transparency and efficiency. 

In summary, this study aims to examine supply chain risk management with a sustainability 

perspective in the context of Saipa Press. The research gap addressed here is the lack of comprehensive 
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and systematic studies integrating machine learning technologies into the processes of supply chain risk 

management in the automotive parts sector. Furthermore, given Saipa Press’s role as a major player in 

Iran’s automotive parts industry, there is a pressing need to explore the specific challenges and 

opportunities created by incorporating machine learning into supply chain risk management. Closing 

this gap can help researchers and managers identify and analyze these challenges, ultimately leading to 

effective solutions for improving supply chain performance and enhancing industry sustainability. 

Additionally, insights and results from implementing this approach in Saipa Press could serve as a model 

for other companies in the automotive parts industry. Accordingly, this research seeks to answer the 

question: What is the nature and scope of sustainability-based, machine learning–driven supply chain 

risk management at Saipa Press? 

 

2- Literature Review  
Supply chain risk management is the process of mitigating risks through collaboration, coordination, 

and the application of risk management tools among partners to ensure the continuity of operations 

alongside the long-term profitability of the supply chain (Faisal et al., 2007). It should be noted that 

risks cannot be eliminated from a supply chain; however, strategic approaches can be developed to 

manage them, provided that the dynamic relationships among risk-related variables in a supply chain 

are well understood (Faisal et al., 2006). The primary objective of supply chain risk management is to 

maximize the expected profit or minimize the expected loss when disruptions occur within the supply 

chain (Tang, 2006). Over time, risk management has evolved into an essential tool for addressing risk-

related challenges in supply chain management. Generally, the process of supply chain risk management 

comprises four main components: risk identification, risk assessment, risk management decision-

making and implementation, prioritization, and risk monitoring (Hallikas et al., 2004; Nozari et al., 

2023). 

It is evident that any supply chain, without proper and effective management, cannot operate 

strategically or yield tangible benefits for any company, regardless of its size or business type. The 

automotive supply chain, in particular, is a complex and dynamic system that has undergone substantial 

changes in recent years. Globalization, sustainability, technology, resilience, and collaboration are 

among the key considerations in today’s automotive supply chains. While these aspects may seem 

complex, they also present opportunities for companies to improve their supply chain management 

practices and gain a competitive advantage. Further research is required to explore these dimensions in 

depth and to develop strategies to effectively address them within the context of the automotive industry. 

To begin with, globalization has led to significant changes in automotive supply chains. It has created 

opportunities for companies to source parts and components from suppliers around the world. This 

development has resulted in cost reductions, increased competitiveness, and, at the same time, greater 

complexity in supply chain management (Christopher & Peck, 2004; Abdi et al., 2023;Nozari, 2022). 

In recent years, sustainability has also emerged as a critical issue in automotive supply chains. 

Automotive companies face mounting pressure to minimize their environmental impact, leading to a 

growing interest in sustainable supply chain management. Key sustainability concerns within supply 

chains include reducing greenhouse gas emissions, minimizing waste, and enhancing social 

responsibility (Carter & Rogers, 2008). Collaboration among supply chain partners has become a vital 

success factor in the automotive industry, as it can improve efficiency, lower costs, and drive innovation. 

However, collaboration can also be challenging due to cultural, linguistic, and business practice 

differences. Supply chain resilience has likewise grown in importance for the automotive sector in 

response to natural disasters and other disruptions. The automotive industry has been particularly 

affected by supply chain interruptions, such as the 2011 earthquake and tsunami in Japan. In response, 

companies are increasingly investing in resilience by diversifying their supplier base, improving risk 

management processes, and developing contingency plans (Christopher & Peck, 2004, Nozari, 2023). 

The automotive industry supply chain, as a complex and multi‑layered system, encompasses various 

stages from the production and procurement of raw materials to the final delivery of vehicles to 

customers. This chain includes raw material producers, multi‑tier component suppliers, automobile 

manufacturers, dealers, and ultimately, customers. In general, a single vehicle consists of approximately 

20,000 different parts, each playing a vital role in the overall performance of the vehicle. Consequently, 
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the absence of even one component can completely halt the vehicle’s assembly and transportation 

process. 

The automotive supply chain typically includes three to five different tiers, with each tier comprising 

thousands of suppliers. These suppliers may operate in various fields such as electronic components, 

suspension systems, engines, and other key automotive systems. This multi‑tiered structure enables 

automakers to leverage diverse sources while simultaneously reducing risks associated with parts 

procurement. Figure 2‑3 clearly illustrates the overall view of the automotive supply chain and depicts 

the complex interactions among these layers and different suppliers. These interactions not only 

influence production quality and costs but also affect delivery time and customer satisfaction. 

Ultimately, effective management of the automotive supply chain is recognized as a key factor in the 

success and competitiveness of the automotive industry in the global market (Timothy, 2011). 

Over the past three decades, the automotive industry has undergone substantial changes in its supply 

chain. Competitive pressures on Original Equipment Manufacturers (OEMs) have forced them to 

improve product quality, shorten product development time, and reduce production costs. Many Asian 

and Eastern European countries, with their low‑cost and skilled labor, have provided attractive 

opportunities for minimizing supply chain costs. 

However, globalization and outsourcing opportunities are accompanied by significant risks. These 

risks include cultural and language differences, exchange rate fluctuations, customs regulations and 

tariffs, quality issues, and political and economic instability. Furthermore, international logistics—

which involve inventory management, border‑crossing procedures, and transportation delays—bring 

about additional challenges that can impact product availability. 

 

 
Fig 1. Automotive Supply Chain (Timothy, 2011) 

 

Over the decades, the automotive industry has utilized various methods to reduce costs and achieve 

competitive advantage. Several common approaches employed in this regard include: 

Adoption of Just-in-Time (JIT) principles: This approach contributes to creating optimized and cost-

efficient supply chains in which parts and components are provided at the right time and in the required 

quantity, thereby preventing inventory build-up. 

Single sourcing: Focusing on specific suppliers for a greater subset of components helps maximize 

scalability and reduce costs. This method enables manufacturers to establish closer relationships with 

their key suppliers and benefit from economies of scale resulting from large-volume purchases. 
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Outsourcing to developing countries: This strategy allows companies to lower production costs by 

relocating certain manufacturing activities to countries with low-cost labor, while simultaneously 

focusing on their core and strategic activities. 

Globalization and expansion into international markets: This approach enables companies to access 

new markets and capitalize on global business opportunities. 

Despite the advantages of these methods, it is important to note that they can also result in reduced 

inventory buffers, increased dependency on suppliers, greater supply chain complexity, and ultimately, 

heightened supply chain risks. These challenges can significantly affect the overall performance of the 

automotive industry and underscore the necessity for precise and strategic management (Thun &Hoenig, 

2011; Nakashima & Sornmanapong, 2013). 

In summary, the automotive industry is characterized as an economic sector with low margins, high 

production volumes, significant costs, a global supply chain, and multi-tier suppliers (Simchi-Levi, 

2010; Singhal et al., 2011). Supply chains in this industry are deeply and extensively organized, 

encompassing various stages from raw material procurement to final vehicle delivery to customers. 

Cost-reduction efforts—such as JIT production, single sourcing, outsourcing, and globalization—

considerably add to supply chain network complexity. At the same time, these complexities increase 

supply chain risks in the automotive sector. Automotive supply chain risks comprise a set of challenges 

arising from various sources, including raw material procurement, supply disruptions, production 

processes, storage, logistics, and distribution. These risks can have significant impacts on the 

performance and efficiency of the automotive industry, necessitating careful and strategic management 

to reduce vulnerabilities and enhance supply chain resilience. Consequently, understanding and 

managing these risks is essential for success and sustainability in today’s competitive market. 

A review of the literature indicates that numerous studies have identified and prioritized supply chain 

risks in the automotive industry. Shariati (2023), using supply chain risk analysis and a pairwise 

comparison questionnaire, identified three main risk clusters—material flow, money flow, and 

information flow—finding money flow risks to be the most critical, with manufacturing, exchange rate 

fluctuations, and system security ranked as the most important factors. Arshadi et al. (2022), employing 

fuzzy cognitive maps and interpretive structural modeling, ranked 13 risks in three categories—

technical, strategic, and operational—highlighting five key risks: design errors, low motivation, shortage 

of financial resources and parts, and low productivity. Hosseinzadeh et al. (2019), combining the COSO 

model with social network analysis, identified critical risks for Saipa, showing that 48% of risks were 

concentrated in the financial–economic, supplier, informational, and transportation categories. 

A review of international studies on risk and uncertainty management in the automotive supply chain 

reveals various approaches to enhancing resilience and performance. Wei (2024) emphasized that strong 

collaborative networks within the supply chain can enhance companies’ robustness and competitiveness 

in complex, globalized contexts. Choi et al. (2023) modeled and analyzed the effects of production risks 

on automotive supply and transportation networks, offering recommendations for improving planning 

and market responsiveness. Bahari and Moody (2023) used the NSGA‑II genetic algorithm to design a 

multi‑product, multi‑period optimization model for the automotive supply chain, addressing both quality 

and cost, and enabling efficient decision‑making for cost reduction, quality improvement, and supply 

chain management enhancement. 

 

3- Methodology 
This study, aimed at managing supply chain risks with a sustainability approach, employed a 

sequential exploratory mixed-method design. In the first stage, a comprehensive review of the literature 

and previous research—including more than 90 domestic and international scholarly sources—was 

conducted to identify the concepts, definitions, constructs, and outcomes related to supply chain risks. 

This stage utilized library resources, academic articles, specialized books, and online databases to 

establish the theoretical framework and foundations for the research. Subsequently, based on the insights 

of ten selected experts in the field of supply chain management, the initial conceptual model of the study 

was developed. Purposive sampling was applied, and semi-structured interviews were conducted until 

theoretical saturation was reached . 
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In the next stage, the extracted components were analyzed and evaluated using the decision tree 

approach with the aid of RapidMiner software, version 7. Finally, the identified risks were classified 

and prioritized according to probability of occurrence and severity of impact within a risk matrix. This 

analytical process facilitated the identification of key risk domains and the development of strategies for 

sustainable supply chain risk management. Ultimately, qualitative and quantitative data were integrated 

to address the study’s central research questions and objectives. The statistical population of this 

research consisted of senior managers in the automotive industry and professionals active in the 

automotive sector. Given the focus of this study on the automotive industry, in-depth, semi-structured 

interviews were conducted with experts, managers, and founders in the field. These experts possessed 

substantial experience and expertise in areas relevant to the research topic and were able to provide 

valuable and in-depth insights. As each participant had unique and diverse experiences, collecting their 

opinions and perspectives significantly enriched the research data. For sampling, non-probability 

purposive methods were employed. The following section presents the characteristics of the experts in 

the research domain. 

 
Table 1. Characteristics of the Experts in the Research Domain 

feature frequency Percentage 

Age of research experts 

35 to 45 years 4 40 

46 to 55 years 4 40 

56 and above 2 20 

Experts' work experience 

5 to 10 years 5 50 

10 to 20 years 4 40 

21 andabove 1 10 

Experts' education 

Bachelor 1 10 

Master 5 50 

Doctorate and above 4 40 

Total 10 100 

 

3-1. Data Preparation 
Operational Definition and Measurement of Sustainability  

In this study, the sustainability attribute was assessed based on three dimensions : 

− Economic sustainability: Ability of the supply chain to maintain cost-efficiency and 

profitability under the given risk scenario ; 

− Social sustainability: Potential to safeguard workforce well‑being, customer satisfaction, and 

community relationships ; 

− Environmental sustainability: Extent to which operations can minimize resource use, 

emissions, and waste during disturbance recovery . 

Each risk was evaluated by a panel of 10 experts using a structured questionnaire. For each 

dimension, experts assigned a score from 1 (very low sustainability) to 5 (very high sustainability). 

These three scores were averaged to obtain a composite sustainability index, which was subsequently 

normalized between 0 and 1 for analysis in RapidMiner . 

For example, a risk with scores of Economic=4, Social=3, and Environmental=2 would yield a 

composite score of (4+3+2)/3 = 3, which corresponds to a normalized value of 0.60. This transparent 

scoring method ensures consistency across all 245 identified risks and allows direct comparability 

between sustainability values. 

 

4- Results 

 
4-1. Identification of Supply Chain Risks through Theoretical and Empirical Analysis 
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In this study, after multiple rounds of review and refinement of scholarly articles and theses, a number 

of sources were excluded from the analysis process. The sampling method for selecting studies was 

purposive sampling, and two criteria—inclusion and exclusion—were applied to select suitable texts. 

These criteria were also used to determine the accuracy, validity, and significance of the reviewed 

research, thereby enabling more precise evaluation and selection. 

The initial database search yielded 123 studies relevant to sustainability‑oriented supply chain risk 

management. The screening process consisted of three main stages: Title and abstract review: Studies 

clearly unrelated to supply chain risk management or the automotive sector were excluded. Full‑text 

assessment: Studies lacking empirical data, methodological rigor, or explicit sustainability metrics were 

removed. Duplication and relevance check: Duplicate records and studies focusing solely on theoretical 

frameworks without practical application to supply chain contexts were excluded . 

Inclusion criteria: (a) Empirical or case‑based analysis related to automotive supply chains; (b) 

Explicit integration of sustainability factors (environmental, social, or economic); (c) Publication in 

peer‑reviewed journals or conference proceedings; (d) Availability of full text in English or Persian . 

Exclusion criteria: (a) Studies outside the 2010–2025 publication range; (b) Non‑peer reviewed 

sources; (c) Incomplete data or insufficient methodological description; (d) Studies focusing on 

unrelated sectors without transferable insights to automotive supply chains . 

At this stage, after four rounds of refinement, out of 123 studies, 107 were excluded, and 22 studies 

were selected for data analysis. The identified risks were subsequently classified into primary and 

secondary risks, as presented in   Table 2: 

 
Table 2. Classification of Identified Risks from the Review of Previous Studies. 

References Identified risks Sub-risks Main risks Row 

Mola (2024); Anujji et 

al(2024) 

Supply shortages, 

dependence on single 

suppliers, and potential 

threats and vulnerabilities in 

the supply chain . 

Risks 

associated with 

supply 

Supply risks 

1 

Stewart (2024); Zho(2018) 

Price fluctuations, 

difficulties in managing 

cooperation between 

manufacturers and suppliers . 

Price, quality 

and delivery 

risks 

2 

Alavi and Shekarani (2023); 

Zand Hesami and Savouji 

(2012); Wang et al. (2025); 

Mehrmanesh and Safavi  

(2020) 

Financial and supplier risks 

and support . 

Financial and 

supplier risks 
 

Zhou (2018); Bababik et al. 

(2023); Wang et al. (2025); 

Kashif (2024); Anoji 

et al(2024) 

Uncertainty in demand for 

new products and sudden 

increases in demand . 

Demand-related 

risks 
Demand risks 

3 

Stewart (2024); Mazaheri 

et al .(2011) 

Risks related to customer 

needs and behaviors. 

End-customer 

risks 
4 

Mazaheri et al. (2011); Wang 

et al. (2025); Safavi et al. 

(2023); Mehrmanesh and 

Safavi(2020) 

Risks related to the 

production and delivery 

process and difficulties in 

optimizing contracts and 

supplier capacity . 

Production and 

transmission 

risks Production 

hazards 

5 

Bababik et al. (2023); 

Yaahu(2024) 

Risks related to the specific 

characteristics of each 

industry . 

Industry-

specific hazards 
6 

Wang et al(2025) 

Unexpected incidents, road 

congestion, carrier force, and 

delivery delays. 

Logistics risks Logistics risks 7 
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Wang et al. (2025); Yaahu 

(2024); Mehrmanesh and 

Safavi (2020); Mohammadi 

and Shojaei (2016) 

Problems in managing the 

transportation network and 

unavailability of information . 

Risks related to 

the delivery 

process control 

system 

8 

Haifen(2023) 

Lack of traceability and 

verification of claims and 

excessive environmental 

pressures. 

Information 

risks 

Information 

risks 

9 

Mola (2024); Harihora and 

Dimitrova(2024) 

Cyber threats and lack of 

adequate training for the 

parties involved . 

Information 

and 

Communication 

Technology 

Risks 

10 

Haifen (2023); Alavi and 

Shekarani (2023) 

Risks associated with the 

costs of implementing 

sustainable strategies and 

their impact on sustainable 

supply chain performance . 

Financial risks 
Financial and 

strategic risks 

11 

Yahyazadeh Far et al(2017) 
Risks related to policies and 

governance issues. 
Strategic risks 12 

Esfahani et al. (2020); 

Yahyazadeh Far et al. (2017); 

Yaahu (2024); Harihora and 

Dimitrova (2024) 

The spread of solid, liquid, 

and gaseous waste 

throughout supply chains, 

causing economic, social, 

and environmental harm . 

Environmental 

risks Environmental 

and social 

risks 

13 

Mola (2024); Harihora and 

Dimitrova (2024); Esfahani 

et al .(2020) 

Political instability and 

climate change . 
Social risks 14 

 

Based on the results of Table 2, supply chain risks are classified into two main categories and 

sub‑categories, each of which can affect the overall performance of the supply chain in different ways . 

The main categories include supply risks, demand risks, production risks, logistics risks, information 

risks, financial and strategic risks, and environmental and social risks. These risks can directly influence 

supply chain operations. For example, supply risks may involve issues such as shortages of raw 

materials, price volatility, and product quality problems, all of which directly impact the production and 

delivery of goods. Similarly, demand risks may stem from uncertainty in customer needs or sudden 

changes in demand, which affect production planning and inventory management . 

On the other hand, the sub‑categories refer to risks associated with each of the main categories and 

may act as contributing factors that intensify the principal risks. For instance, risks related to supply 

may include problems with suppliers and financial resources, which may lead to delivery delays and 

reduced quality. Logistics and information risks involve transportation process issues and lack of access 

to accurate, timely information, potentially causing disruptions in the supply chain. Finally, 

environmental and social risks refer to challenges arising from environmental pressures and societal 

expectations, which may affect a company’s reputation and operational performance . 

Effective management of these risks requires precise identification and strategic planning aimed at 

reducing the supply chain’s vulnerability. 

Identifying supply chain risks is one of the critical steps in supply chain management, requiring 

in‑depth analysis of texts derived from interviews. Such analysis can reveal weaknesses and threats 

within the supply chain. By examining the views and experiences of various actors involved, a clearer 

understanding of existing challenges and risks emerges. This insight enables managers to formulate 

appropriate strategies to mitigate these risks . 

Subsequently, the analysis of interview transcripts can uncover common patterns and recurring 

concerns among supply chain stakeholders. These patterns may involve issues such as delays in supply, 

price fluctuations, and logistical challenges. By identifying these patterns, organizations can manage 

risks more effectively and develop more optimal solutions to address them . 
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In sum, identifying supply chain risks through interview‑text analysis can enhance overall supply 

chain performance and increase resilience. With a deeper understanding of vulnerabilities, organizations 

can design optimized processes and sustainable strategies that not only help reduce risks but also 

improve the efficiency and productivity of the supply chain . 

Before delving into the detailed discussion of the risks identified from the interview texts, the 

following points are presented in this section. 

 
Table 3. Frequency of Risks Based on Interview Texts (245 Risks) 
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Sanctions Risks      0%     0% 

Market Risks      1% 3%  2% 1% 1% 

Legal Risks    5%  2% 2% 5% 7%  2% 

Customer Loyalty 

Risks 
 2% 3% 7%  1% 4% 7% 6% 6% 3% 

Supply Risks    2%       0% 

Price risks  2% 1% 1%  0% 3% 0% 0%  1% 

Social risks            

Product quality risks  1%  2% 1% 1% 2% 2% 2% 2% 1% 

Time risks   4%  1%     1% 1% 

Strategies 
13

% 

12

% 
4%  11%    6% 3% 5% 

Consequences 7%   4% 13%   10

% 
6% 7% 5% 

Licensing risks 3%          0% 

Energy access risks 2%     1%     0% 

Information risks 2%   4% 4% 2% 3%    2% 

Technical risks 4%    4% 1%     1% 

Communication risks      1%     0% 

Human risks 2% 2% 3%  1% 13% 6%   4% 4% 

Technological risks 1%  5%   2%    2% 1% 

Environmental risks 1% 2% 2% 2%  17% 2% 1%   4% 

Financial risks 2%     0%     0% 

Social risks            

Legal and political 

risks 
           

Logistics risks 6% 1% 2% 3% 3%  3% 2% 2% 4% 3% 

Production risks 
25

% 
2% 3%  3%      3% 

Raw material supply 

risks 
9% 4% 2% 3% 10% 1% 8% 2% 4% 3% 4% 

Demand risks  3% 3% 5%  0% 1% 1%  2% 1% 
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70% 61% 52% 57% 
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WHOLE TEXT 
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(2,8

40) 

(2,5

79) 

(2,2

15) 

(2,6

42) 

(2,4

09) 

721

) 

 

The main risks are presented in the table below, based on their frequency : 

 

Table 4. Key risks, consequences, and identified supply chain strategies (24 key risks) 

Main risks Frequency Percentage Percentage (valid) 

Raw material supply risks 10 100.00 100.00 

Logistics risks 9 90.00 90.00 

Customer loyalty risks 8 80.00 80.00 

Product quality risks 8 80.00 80.00 

Price risks 7 70.00 70.00 

Human risks 7 70.00 70.00 

Environmental risks 7 70.00 70.00 

Demand risks 7 70.00 70.00 

Strategies 6 60.00 60.00 

Consequences 6 60.00 60.00 

Legal Risks 5 50.00 50.00 

Information Risks 5 50.00 50.00 

Market Risks 4 40.00 40.00 

Technology Risks 4 40.00 40.00 

Production Risks 4 40.00 40.00 

Time Risks 3 30.00 30.00 

Technical Risks 3 30.00 30.00 

Energy Access Risks 2 20.00 20.00 

Financial Risks 2 20.00 20.00 

Sanctions Risks 1 10.00 10.00 

Supply Risks 1 10.00 10.00 

License Risks 1 10.00 10.00 

Communication risks 1 10.00 10.00 

Social risks 0 0.00 0.00 

Cultural risks 0 0.00 0.00 

Legal and political risks 0 0.00 0.00 

DOCUMENTS with code(s) 10 100.00 100.00 

DOCUMENTS without code(s) 0 0.00 - 

ANALYZED DOCUMENTS 10 100.00 - 

 

Based on the above results, the supply chain risks in Saipa Press, as perceived by the company’s 

experts, comprise a set of challenges and threats that can affect the performance and efficiency of the 

supply chain . 

 

4-2. Risk Categorization via Decision Tree 
In today’s business world, risk management is recognized as one of the fundamental pillars of 

organizational and commercial success. Considering the complexity of business and economic 

environments, identifying and categorizing risks is essential for making intelligent and optimal 

decisions. RapidMiner software, with its advanced data analytics and machine learning tools, enables 

users to identify and classify different types of risks. Using sophisticated algorithms, the software 
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analyzes data, uncovers hidden patterns, and helps managers gain a clearer understanding of the existing 

risks . 

RapidMiner’s capabilities enable the use of various techniques, including cluster analysis, regression, 

and decision trees, to categorize risks based on their characteristics and impacts. This classification not 

only facilitates risk identification but also empowers organizations to develop appropriate strategies for 

managing and mitigating these risks. Consequently, RapidMiner serves as an effective tool in risk 

management, enabling organizations to move toward their objectives with greater confidence and 

resilience in the face of upcoming challenges . 

The decision tree is one of the most popular techniques in machine learning and data analysis, used 

for modeling decision‑making processes. This method employs a tree‑structured model that 

hierarchically splits the dataset, with each node of the tree representing a specific feature or question 

used in decision‑making. As one moves deeper into the tree, the data is partitioned into smaller subsets 

until reaching a final decision or class . 

To ensure transparency and reproducibility of the analysis, a sample of the dataset used in the 

quantitative phase is presented in Table 3. The dataset comprised 245 identified supply chain risks, each 

evaluated based on three main attributes: Occurrence Probability, Impact Severity, and Sustainability 

Resilience. These attributes were derived from expert scoring in the qualitative phase and transformed 

into numerical values through a structured coding process. The values were normalized between 0 and 

1 before being loaded into RapidMiner for decision tree analysis. 

This hierarchical and visual clarity makes decision trees highly interpretable, allowing users to follow 

the decision logic easily. Furthermore, decision trees can effectively uncover patterns and complex 

relationships within the data, serving as a powerful tool for classification and prediction. In this research, 

the decision tree operators within RapidMiner were utilized as follows: 

 

 
Fig 2. Decision tree operators in RapidMiner software 

 

The results of risk classification based on the decision tree are as shown in the following diagram: 
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Fig 3. Performance operator in Rapidminer 

 

This three‑dimensional chart illustrates the confusion matrix generated from applying the decision 

tree model for risk classification. In this visualization : 

X‑axis: Represents the actual class . 

Y‑axis: Represents the predicted class . 

Z‑axis: Indicates the number of instances the model counted for each actual–predicted class 

combination . 

The tall red columns along the diagonal line—where the actual and predicted classes match—

represent correct classifications. The taller and more concentrated these columns are along the diagonal, 

the higher the model’s accuracy. Given the high density and height of these diagonal columns, it can be 

inferred that the decision tree model correctly assigned a large portion of the data to their proper classes . 

Columns located off the diagonal indicate misclassifications (cases where the model predicted the 

wrong class). In this case, these columns appear short and scattered, which implies a relatively low 

classification error rate . 

The 3D view helps in spotting differences in sample distribution between classes. If certain diagonal 

columns are noticeably short, it indicates that the model struggled to distinguish that specific class from 

others. In this chart, the column heights appear fairly balanced, suggesting relatively consistent 

performance across classes . 

This point is particularly important for risk type classification, as a misclassification in one category 

could weaken the relevance of a decision or mitigation strategy . 

Overall, the output indicates that the decision tree model in RapidMiner, given the data’s structure 

and features, provided accurate classifications and successfully identified and categorized a large share 

of risks. Nevertheless, a closer numerical analysis of the 2D confusion matrix and metrics such as 

precision, recall, and prediction accuracy would be necessary for a full performance evaluation. 
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Fig 4. Decision Tree of Supply Chain Risks 

 

The data presented in this decision tree examines various risks under different conditions. These risks 

are classified into main and sub‑categories, each exerting its own specific effects on organizations and 

society . 

In the following section, a more comprehensive analysis of each of these branches is provided. 

1. Cybersecurity Risks 

Conditions of Occurrence: Identified when voghoo (occurrence) exceeds 3.500 and tasir (impact) 

exceeds 4.500 . 

Impacts: Such risks can result in the loss of sensitive data, service disruptions, and damage to 

organizational reputation. They also incur high costs for recovery and security enhancement. These risks 

have become increasingly critical in today’s digital environment . 

2. Economic Risks 

Conditions of Occurrence: Identified when tasir is less than or equal to 4.500 . 

Impacts: Economic risks include market fluctuations, price changes, and supply chain disruptions. 

They can lead to lower revenues, rising costs, and ultimately reduced profitability. Additionally, they 

can cause unemployment and social discontent . 

3. Political Risks 

Conditions of Occurrence: Identified when paydari (sustainability) is less than or equal to 3.500 and 

tasir is between 2.500 and 3.500 . 

Impacts: Political risks may involve changes in government policies, economic sanctions, and 

political instability. Such changes can significantly affect trade and the economy, potentially resulting 

in social and economic instability . 

4. Sanction Risks 

Conditions of Occurrence: Identified when paydari is less than or equal to 2.500 . 

Impacts: Sanctions can reduce exports and imports, thus decreasing national revenue. They can also 

escalate tensions and cause social dissatisfaction . 

5. Information Technology Risks 

Conditions of Occurrence: Identified when paydari exceeds 3.500 and tasir is between 2.500 and 

3.500 . 

Impacts: Issues in IT infrastructure can disrupt daily organizational operations. These disruptions 

may cause data loss and reduced employee productivity. 

6. Innovation Risks 

Conditions of Occurrence: Identified when voghoo is between 2.500 and 3.500 and tasir is less than 

or equal to 3.500 . 
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Impacts: Innovation risks can lead to misalignment with market needs and shifts in consumer 

behavior. Such risks may reduce competitiveness and result in lost business opportunities . 

7. Geographical Risks 

Conditions of Occurrence: Identified when voghoo is less than or equal to 2.500 and tasir is less than 

or equal to 3.500 . 

Impacts: Geographical risks may create difficulties in sourcing raw materials and disrupt the supply 

chain. These issues could lead to higher costs and lower product quality . 

8. Cultural Risks 

Conditions of Occurrence: Identified when tasir is less than or equal to 2.500 . 

Impacts: Cultural risks can drive changes in consumer behavior and market demand. These changes 

can reduce demand for specific products and increase social dissatisfaction . 

The data indicates that different risks are identified under varying conditions, requiring careful 

monitoring and appropriate management. Organizations should closely track these risks and develop 

effective strategies to prevent and mitigate their negative impacts. By gaining deeper insight into these 

risks, organizations can achieve sustainable growth and strengthen their resilience against challenges . 

In the following section, the model’s performance evaluation criteria are presented: 

 

 
 

Fig 5. Model accuracy 

 

Although the model achieved an overall accuracy of 80.22%, the correlation coefficients Spearman’s 

rho = 0.537 and Kendall’s tau = 0.538 indicate a moderate positive monotonic association between the 

predicted and actual risk classes, suggesting that higher predicted risk levels generally align with higher 

observed values. The absolute error of 0.078 ± 0.034 reflects relatively small average deviations in the 

normalized risk scores, while the relative error of 9.78% ± 8.41% implies that predictions deviate by 

less than 10% from actual values on average. Under a lenient matching criterion, the relative error drops 

further to 7.78% ± 3.41%, highlighting strong predictive consistency. However, the moderate 

correlations—rather than very high correlations—suggest the presence of residual noise or unmodeled 

variability in certain risk cases, likely attributable to factors not captured in the input feature set or to 

non-linear patterns better addressed by ensemble or hybrid modelling techniques. 

Based on the new results presented, the following analysis can help better understand the model's 

performance : 

1 .Accuracy 

This value indicates the model's good performance in identifying and classifying risks. An accuracy 

above 80% clearly shows that the model has been able to make correct predictions. 

2 .Correlation (Spearman's rho and Kendall's tau) 

Negative values of these indices indicate a lack of positive correlation between predictions and 

reality. This means that the predictions are not only incorrect but may also be inversely related to reality. 

This point requires further investigation and improvement . 

3 .Absolute and Relative Error 

This value indicates high accuracy in predictions. An absolute error lower than 0.1 shows that the 

predictions are close to the actual values. The relative error value indicates the percentage of error 

compared to the actual values. A relative error lower than 10% indicates good model performance in 

predicting risks. Mild relative error also indicates high model accuracy and clearly shows that the model 

can predict actual values well . 

These results clearly demonstrate a significant improvement in the model's performance. An 

accuracy above 80% and low absolute and relative errors indicate that the model can effectively identify 
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risks. However, the negative correlation in Spearman's rho and Kendall's tau requires attention and 

further examination . 

 

4-3. Model Robustness Evaluation through Sensitivity Analysis and Cross-Validation 
To ensure that the decision tree model is both stable and generalizable, additional robustness checks 

were performed. A 10-fold cross-validation procedure was implemented on the training dataset, in which 

the data were randomly partitioned into 10 folds; in each iteration, 9 folds were used for training and 

1fold for validation. The average accuracy across folds remained close to the reported test accuracy 

(±1.5%), indicating that the model’s predictive performance was consistent across different data subsets. 

Furthermore, a sensitivity analysis was conducted by systematically varying key input features 

(Occurrence Probability, Impact Severity, Sustainability Resilience) ±10% from their original values 

and observing the change in classification outcomes. Results showed that Impact Severity had the 

highest influence on model predictions, with ±10% variation leading to changes in predicted class for 

14% of cases, compared to 9% for Occuraence Probability and 6% for Sustainability Resilience. These 

findings demonstrate that while the model is reasonably robust, it is most sensitive to variations in 

Impact Severity scores. 

Incorporating these validation techniques confirms that the decision tree model is not unduly 

overfitted to the training data and that its performance is stable under moderate fluctuations in 

the input variables. 

4-4.  Risk Matrix Development 
The identified indices are scored to be prioritized using the risk matrix. The risk matrix is shown in 

Figure 4-6. 
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A lot Usually Probably Little Rarely  

Probability of the event occurring 
Fig 6. Raw sample risk matrix 

 

To classify the types of risks identified in the above matrix, the scores were obtained as follows : 

Risk matrix = Amount of possible damage × Determination of the level of probability of 

occurrence of the risk event 

Furthermore, considering the identified risks, experts in this field were asked to give the risks a score 

from one to five based on their probability of occurrence and impact. With a score of 1 corresponding 

to the lowest case and five corresponding to the highest. 

 

Table 5. Scores related to the likelihood and severity of legal risk impact 
Risk level score impact Prob Risk 

Very high 16 4 4 Economic risks 

Crisis 12 4 3 Political risks 

Limited 4 2 2 Cultural risks 

Severe 12 4 3 IT risks 

Very High 20 5 4 Cybersecurity risks 

Severe 9 3 3 Innovation risks 

Crisis 16 4 4 Supplier risks 

Severe 6 3 2 Geographic risks 

Crisis 12 4 3 Health risks 

Severe 12 4 3 Financial risks 

Severe 15 5 3 Sanction risks 

Very High 16 4 4 Supply risks 

Limited 6 3 2 License risks 

Severe 9 3 3 Communication risks 
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Risk level score impact Prob Risk 

Limited 4 2 2 Social risks 

Severe 20 5 4 War risks 

Crisis 9 3 3 Legal risks 

Partial 4 2 2 Ethical risks 

Severe 9 3 3 Legal risks 

Severe 9 3 3 Information risks 

Severe 16 4 4 Market risks 

Crisis 9 3 3 Technological risks 

Very High 20 5 4 Production risks 

Severe 9 3 3 Time risks 

Severe 9 3 3 Technical risks 

Severe 12 4 3 Energy access risks 

Severe 12 4 3 Management risks 

Very High 16 4 4 Raw material supply risks 

Very High 20 5 4 Logistics risks 

Severe 12 3 4 Customer loyalty risks 

Very High 15 5 3 Product quality risks 

Severe 16 4 4 Price risks 

Crisis 9 3 3 Human risks 

Very High 12 4 3 Environmental risks 

Severe 16 4 4 Demand risks 

 9 3 3 Communication risks 

 

Based on the scores that experts have given to various supply chain risks, in this section, these risks 

have been positioned according to their total scores in the risk matrix. The higher the score, the greater 

the involvement of the supply chain with these risks . 
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Fig 7. Saipa Press Supply Chain Risk Analysis Matrix 

 

The analysis of the classification results of risks indicates a complex and diverse situation of 

challenges and threats present in economic, social, and technological environments. Below, a deeper 

examination of each category of risks and their impacts is provided : 

1 .Catastrophic Risks 

Risks that fall into this category include cybersecurity, production, and logistics risks. These risks 

require special attention due to their extensive and profound impacts on organizations and society. For 

example, a cyberattack can lead to the loss of sensitive data and disruption of daily operations. 

Additionally, issues in the supply chain and production can result in decreased production and increased 

costs . 

2 .Crisis Risks 

This category includes economic, supplier, supply, market, and product quality risks. These risks 

directly affect the financial and economic performance of organizations. For instance, economic 

fluctuations can lead to reduced revenues and increased costs. Moreover, problems with suppliers and 

the supply chain can disrupt production and decrease product quality . 

3 .Severe Risks 

Information technology, geographical, legal, and social risks fall into this category. These risks can 

lead to serious problems in the infrastructure and operations of organizations. For example, issues in 

information technology can disrupt services and result in data loss. Additionally, legal risks can lead to 

fines and legal problems that have financial and credit impacts on organizations . 

4 .Limited Risks 

This category includes innovation, licensing, war, and regulatory risks. These risks generally have 

lesser impacts but can still lead to problems in the operations and planning of organizations. For instance, 

issues in obtaining licenses can cause delays in projects and increased costs . 

5 .Minor Risks 

Ethical and cultural risks are categorized here. These risks usually have lesser impacts but can lead 

to social dissatisfaction and a decrease in the credibility of organizations. For example, cultural problems 

can lead to a mismatch with market needs and a decrease in demand for products . 

The analysis of the results indicates that organizations must carefully identify and manage these risks. 

Given the diversity and severity of these risks, developing effective strategies for prevention and 

mitigating their negative impacts is essential. Furthermore, organizations should pay special attention 

to improving technological infrastructure and cybersecurity to become more resilient against threats. 

Finally, creating a strong organizational culture that focuses on innovation and adapting to market 

changes can help reduce risks and enhance competitiveness. 

 

5- Conclusion 
The results showed that the risks of Saipa Press's supply chain can be identified in three main 

dimensions of sustainability: economic, social, and environmental. In the economic dimension, risks 

such as fluctuations in raw material prices, disruptions from foreign suppliers, and liquidity problems 

were the most prevalent. In the social dimension, risks arising from a shortage of skilled labor, labor 

strikes, and occupational safety issues were highlighted. In the environmental dimension, risks related 

to pollution from production processes, energy consumption, and waste management were found to be 

significant. This categorization indicates that the risks of Saipa Press are not merely technical or 

economic but also involve social and environmental dimensions . 

Using thematic analysis and machine learning, it was determined that some risks play a key and 

influential role compared to others. For instance, the risk of fluctuations in raw material prices showed 

a high correlation with risks of production delays and liquidity problems. Additionally, the risk of a 

shortage of skilled labor was significantly related to product quality and failure rates. These findings 

suggest that some risks are not only independent threats but can also act as chain triggers for the 

emergence of other risks . 

The severity-probability matrix indicated that risks such as delays in the delivery of key components, 

shortages of working capital, and equipment failures are among the high-severity and high-probability 
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risks that should be prioritized for management. In contrast, risks such as changes in environmental 

regulations or minor fluctuations in demand, while important, fell into the category of lower-probability 

or lower-severity risks and should be given lower priority in management planning. 

The results of the correlation matrix also emphasized the necessity of a systemic perspective. The 

highest correlation was observed between financial and operational risks; particularly, liquidity 

disruptions and price fluctuations had a very close relationship with delays in component supply and 

production line stoppages. This indicates that managing these risks separately is ineffective, and 

integrated solutions should be designed to control them. On the other hand, some risks, such as 

environmental threats, had lower correlations with other factors, and their management requires specific 

and independent strategies . 

Overall, the findings indicated that the risks of Saipa Press have a multidimensional, interdependent, 

and networked nature. Some risks, such as fluctuations in raw materials and shortages of capital, play a 

primary triggering role and should be the focus of managers as "key risks." Conversely, more 

independent risks, while having less systemic impact, can threaten the sustainability of the supply chain 

in the long term. Therefore, the final conclusion is that only by combining priority-driven management 

(focusing on severe and probable risks) and integrated management (controlling correlated risks) can an 

effective strategy for supply chain sustainability at Saipa Press be presented . 

Operational Implementation Plan for Risk Management Strategies: 

To ensure the practical applicability of the proposed risk management strategies, an operational 

roadmap was outlined for Saipa Press . 

1.  Sustainable Procurement Contracts: Initiate supplier audits focusing on environmental and social 

compliance; revise contractual terms to include sustainability clauses, performance‑based incentives, 

and penalties for non‑compliance; adopt a quarterly sustainability review meeting with tier‑1 suppliers . 

2.  Investment in Clean Technologies: Allocate 5–10% of annual capital expenditure to upgrading 

machinery to energy‑efficient models, installing waste‑reduction units, and integrating renewable 

energy sources; develop a phased timeline aligning with depreciation schedules of existing equipment . 

3.  Risk Monitoring and Data Integration: Deploy an IoT‑based monitoring system across production 

lines to track variability in raw material quality, emissions, and energy usage; integrate this real‑time 

data into the RapidMiner analytics framework to enable early detection of high‑impact risks . 

4.  Training and Capacity Building: Conduct semi‑annual workshops for procurement, production, 

and quality staff on sustainability regulations, supplier engagement techniques, and data‑driven 

decision‑making; measure training impact via competency assessments and post‑training audits . 

This structured plan ensures that strategic recommendations transition from theoretical analysis into 

actionable steps, enhancing operational resilience, sustainability performance, and managerial 

decision‑making effectiveness. 

Based on the obtained results, it is recommended that Saipa Press adopt a combined approach of 

priority-driven and integrated management; meaning that in the first step, key risks with high severity 

and probability, such as fluctuations in raw material prices, shortages of working capital, and delays in 

the delivery of critical components, should be urgently managed with solutions such as sustainable 

supply contracts, diversification of sources, and inventory optimization. Simultaneously, coordinated 

programs for correlated financial and operational risks should be designed, including the establishment 

of emergency funds, strengthening relationships with suppliers, and improving logistical infrastructures. 

Additionally, environmental and social threats should be controlled with specialized strategies such as 

enhancing safety standards, training human resources, and investing in clean technologies to ensure the 

sustainability and resilience of the entire supply chain in the long term. 
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